Business Continuity Management Strategy
Background
The University of Exeter’s approach to business continuity is aligned with the methodology set out in BS 25999 Business Continuity Management – Part 1:Code of Practice published by the British Standards Institute.  This strategy assigns accountability for the BCM programme, demonstrates alignment with strategic objectives, and identifies key roles and responsibilities.

Effective Business Continuity Management (BCM) develops a clear understanding of priority activities, ensures an effective and coordinated response to an incident, and improves the University’s resilience to key threats.

Introduction

This business continuity strategy provides a framework which is consistent with corporate governance best practice.  It is closely linked to risk management and information security (the University is aligned to ISO 27001), the disciplines complementing each other.  Business continuity plans provide structured guidance and procedures to help the University protect welfare and deliver a minimum level of service in its critical functions following a disruptive incident.  They also help the University to recover in an organised manner.  An effective response will rely on a coordinated approach across different parts of the University, and Legal & Insurance Services therefore provides a focal point for the validation and review of the University’s business continuity activities.
Scope

This strategy applies to all parts of the University and includes activities that take place at the Streatham, St Luke’s and Cornwall campuses, or off campus.  To ensure BCM is manageable and that resources are used effectively, it is limited to the University’s time critical activities, (i.e. those that must be recovered quickly in order to avoid a high detrimental impact on the University).  Heads of College and Heads of Service have responsibility to ensure the BCM process starts with a Business Impact Analysis to identify the time critical activities for which continuity plans are to be written.  Business continuity planning also includes the management of outsourced contracts, suppliers and partners whose services are vital to the continued operations of the University.
Definition of Business Continuity Management
Business Continuity Management (BCM) can be defined as:

‘A holistic management process that identifies potential threats to an organization and the impacts to business operations that those threats, if realized, might cause, and which provides a framework for building organisational resilience with the capability for an effective response that safeguards the interests of its key stakeholders, reputation, brand and value creating activities.’  BS 25999 Business Continuity Management – Part 1: Code of Practice British Standards Institute

It is therefore about the University preparing for a disaster, incident or event that could affect the delivery of its activities.  The aim is to sustain time critical activities at an emergency level, and bring them back up to an acceptable level as soon as possible.

Methodology
The BCM model shown below is reproduced from BS 25999 Business Continuity Management – Part 1: Code of Practice published by the British Standards Institute.
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Inner circle – BCM programme management
This model has at its core BCM programme management.  Responsibility for this element of the discipline resides with the following:

· Registrar & Deputy Chief Executive – strategic oversight of BCM

· Vice Chancellor’s Executive Group – oversight of the University’s strategic risk register, including risks associated with a ‘Major Incident’
· Legal & Insurance Services – development of the BCM programme, training, support, and overview of the University’s Business Continuity Plans
Middle ring – Business continuity planning
The following four steps will be used by managers to develop business continuity plans for their areas of responsibility:

Step 1 – Understanding the organisation

Business impact and risk assessments are used to identify time critical activities, evaluate priorities and assess risks to the University’s activities.

Step 2 – Determining BCM Strategy

Alternative strategies are identified to reduce the impact of incidents on time critical activities; their costs and potential effectiveness are evaluated.
Step 3 – Developing and Implementing a BCM response

Business Continuity Plans (BCPs) are written to ensure a response plan is in place for the emergency phase of an incident, and the recovery phase during which the situation is under control and activities are reinstated in an orderly fashion to achieve business as usual.

Step 4 – Exercising, maintaining and reviewing

An exercise programme ensures the BCPs are fit for purpose and up to date.  It also identifies areas that need further development.  This step provides quality assurance and the opportunity for continuous improvement.

Outer ring – Embedding BCM in the organisation’s culture

Finally, it is important that BCM is embedded in the University’s culture through a variety of methods including training, the inclusion of staff in the preparation and exercising of plans, networking events, and publicity materials such as web pages, news articles, and emails.

Roles and Responsibilities

The Registrar & Deputy Chief Executive leads business continuity within the University and is responsible for:
1. Review and development of the Business Continuity Policy in line with best practice and the priorities of the University

2. Monitoring standards and compliance with policy

3. The provision of support and guidance to enable the delivery of the business continuity programme

4. Chairing the University’s Incident Response Team (Gold)
Heads of College and Heads of Service have overall responsibility for ensuring effective business continuity plans are in place for time critical activities.

Nominated plan owners will maintain and review plans to ensure the University is well placed to protect welfare and continue its time critical functions in the event of an emergency.
It is the role of the Insurance and Business Continuity Manager to oversee the development of BCPs across the University and to report to the Vice Chancellor’s Executive Group.
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