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Risk Controls 

What are risk Controls? 
Risk control refers to the actions taken to reduce or eliminate a risk and there are 4 main types, set out in 

figure 1. Note that risk treatments may introduce secondary risks in and of themselves, which should also be 

included in your risk analysis. 

Figure 1 

Control 
Type 

Definition Potential secondary risk introduced 

Avoidance Do not undertake the risk introducing 
activity. E.g. if there is a risk of falling 
from height, do not work from height 

This may prevent completion of planned 
maintenance, meaning that faults are not 
detected and a roof collapses. 

Reduction Use mitigating actions to reduce the risk. 
E.g. use a safety harness when working
from height.

mitigating actions need to have their 
effectiveness validated, using a safety harness is 
only effective if it is strong and properly 
connected to prevent a fall/injury. 

Transfer Outsource to a 3rd party, e.g. via 
insurance or outsourcing: public liability 
for slips, trips and falls claims; or 
outsourcing project work with the 
contractor taking contractual 
responsibility for the risk 

risk is not entirely covered by insurance, as 
there will be an excess payable, and there may 
be a capped limit of cover. An outsourced 
contractor may fail to deliver, or their business 
may fail. Note controls to reduce the impact of 
the risk are likely to be required in addition. 

Accept choose to take a risk in order to reach a 
specific aim, E.g. developing a pioneering 
new programme. 

if accepting a risk, it’s important to 
acknowledge and budget for the objective not 
being met, and to consider that additional risks 
may also be attached. 

Examples of risk controls  

Examples of risk controls that can be used as preventative or mitigating actions against identified risks are 

set out in figure 2. These are fictional for illustrative purposes, and are not exhaustive. 

Figure 2 

Control 
type 

Example risk Example treatment 

Avoidance Strategy includes links with high-risk 
investment in a sector seeing high 
business failure and losses. 

The executive board decides that the sector is too 
risky to invest in and diversifies investment to less 
risky opportunities. 

Reduction Extreme weather is predicted with a 
danger to life warning. 

The institution closes to all but essential staff, with 
clear safety plans in place for those still in situ. 

Transfer The public are at risk or slips, trips, 
falls and other incidents when using 
the company’s property. 

Public liability insurance is secured, noting and 
budgeting for any excess payable under the policy. 
(note that reduction controls should also be in place 
to make safe as far as reasonable) 

Accept A pioneering new programme has 
the potential to set a trailblazing 
reputation and significantly increase 
financial income, however if it fails it 
will have the opposite effect. 

A full review of the risks is conducted, with 
monitoring and trigger points for additional control 
action. The benefits are balanced against the costs 
and the likelihood of achieving the aim. A risk-based 
decision is made to accept and monitor to meet the 
objective. 
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Risk and control matching: Risk types – a high level view 
1. Preventable risks are the most straightforward to identify, and are set out by example in figure 3

Figure 3 

Preventable - would usually stem from an employee not following policy, regulation, or ethical codes. An 
example could be “research undertaken without ethical review results in reputational damage, a personal 
insurance claim against a UoE Researcher, and negative impact on the University research insurance 
profile, increasing premiums”. 

Control considerations: 
1. Rule based – Framework provided by

policy, process, procedure, and training.
This sets out the rules that should be
followed, and raises awareness.

Control Effectiveness considerations: 
1. While important, further action is required to evidence

that the “rules” are being followed, and that there are
consequences if not. This should form part of the full risk
control plan. Reporting/visibility of non-compliance is a
key element of ensuring control effectiveness.

Control considerations: 
2. System based – A digital system prevents

users from taking non-compliant actions.

Control Effectiveness considerations: 
2. This is a strong control that prevents non-compliance

when the relevant system is used. However, be aware of
the risk of workarounds being used to bypass the system
and the rules. Have you identified where this might
happen, and applied controls to prevent this?
Could there be occasions when the rule should be
overridden (exceptions process)? The system may need to
allow this under controlled circumstances, to limit the
potential for workarounds increasing.

Control considerations: 
3. Reporting – A regular management

report highlights non-compliance.

Control Effectiveness considerations: 
3. This is useful to identify where the risk may increase, but

alone is not effective. It should be used with other
controls, such as rules based, and a process to take action
on non-compliance.

2. Strategic (Acceptable with limits) risks are related directly to University’s strategic aims and

faculty/service objectives - see Figure 4

Figure 4 

Strategic (Acceptable with limits) An example could be “Programme development is less attractive than 
competitor offerings, and UoE loses applicants to competitor Universities”. Controls should focus on both 
likelihood (we can control our own programme development), and impact. 

Control considerations: 
1. Business Case (new activity) – Assessing

the opportunity and setting out the cost
and benefit, considering associated risks
and overarching impact/dependencies.
Sets out actions and target dates.

Control Effectiveness considerations: 
1. This provides a rounded understanding of an opportunity,

and enables planning for maximum benefit. Note that
there may be multiple approval pathways and compliance
considerations (procurement, ethics, resourcing, etc). This
should be fully understood and planned for before
progressing.

Control considerations: 
2. Monitoring – KPIs to monitor progress

towards the objective should have Key
Risk Indicators (KRI’s) attached – the
point at which additional action would be
required to maintain trajectory

Control Effectiveness considerations: 
2. Note that this control requires a “plan of action” attached.

Consider how the objective would be brought back on
target, and be ready to draw up an action plan if the KRI is
met.
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Control considerations: 
3. Market Knowledge – Involvement in

Russell Group and other HE networks,
benchmarking of published data, internal
and external audit information, student
surveys. Analysis of data returned from
each of these.

Control Effectiveness considerations: 
3. Full analysis of information gathered is required, and the

development of action plans to improve the potential to 
meet objectives. Action must be allocated, owned, and 
followed up to completion for this to be effective.

Non-Preventable risks are those beyond the control of the University, see figure 5. 

Figure 5 

Non-Preventable such as natural disasters or political change. Prevention is impossible therefore all focus 
should be on mitigating the impact as far as possible. 

Control considerations: 
1. Monitoring – Major Incident – Links with

the Met Office for extreme weather intel
/ international crisis management
partner for global alerts impacting
travellers.

Control Effectiveness considerations: 
1. This information is vital and relies on having business

continuity plans to call into action when required (severe
weather plan, flu plan, gold incident response plan).
Ownership of these is key and should be stated within the
risk action plan.

Control considerations: 
2. Monitoring – Policy change –

involvement in Government consultation
groups for early visibility of policy
changes

Control Effectiveness considerations: 
2. This provides visibility of potential changes, which would

then need to be discussed at Governance groups. Scenario
planning may be required to work through impacts, and
action plans developed, allocated, owned and followed up
to completion..

Control considerations: 
3. Monitoring - Geopolitics – Global event 

monitoring to identify potential issues 
that would have a severe negative 
impact on (a) the safety of individuals in 
situ and (b) the reputation of the 
University if links with partners continue 

Control Effectiveness considerations: 
3. The trigger point and means to respond quickly to ensure

the safety of impacted individuals must be set out, with
relevant actions clearly owned. A process to identify any
links that may need to be suspended/broken should also
be identified. The impact of broken links should also be
reviewed (e.g. impact on research projects of loss of
partners). Experts who can assist in assessing how a
specific event may progress, and any additional countries
that may be impacted should also be detailed.

In Summary 
Risk controls are put in place to either limit the likelihood of a risk occurring (preventative controls), or to 

limit the impact if it does occur (mitigating controls). It’s important that controls against key risks are 

monitored to ensure that they are effective. Really effective risk controls are part of day to day activity 

and can be measured and reported by performance monitoring and KPIs. 

Note that most controls are not effective on their own, but a series of controls linked together can manage 

risks effectively. See annex 1 for an example. See also the Bow Tie risk analysis tool on the risk webpage. 

https://www.exeter.ac.uk/departments/cgr/insuranceauditandrisk/managing-reporting-risk/riskownerandriskfacilitatorresources/
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Annex 1 – Controls to manage a risk 
The diagram below shows a risk and its associated controls. None of these would be effective in 

isolation, but together they manage the risk as far as can reasonably be achieved. 

Breach of XX policy 

causes harm to 

individual(s) and 

compensation for 

damages 

Policy and process 

consulted with users, 

published and 

regularly signposted 

All staff undertaking 

activity trained in policy 

requirements and 

managing associated 

risks 

Management address non-compliance 

with staff and update the overarching 

report with actions taken 

Regular report to management highlighting 

any activity conducted out of compliance, 

requiring action to resolve before impact 

Unresolved non-

compliant actions 

escalated to senior 

management  

Preventative controls 

Public liability 

insurance (subject 

to excess payable) 

Self-insurance 

fund to absorb 

excess costs 

Wellbeing referrals 

for impacted 

individuals 

Media plan to 

address any negative 

publicity 

Regular analysis to 

identify areas of non-

compliance to resolve 

thematic issues 

Mitigating controls 


