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The Role of National Positions on International Law and Cyber Activities

in Shaping the Development of International Law

Kubo Macdk”

Abstract

National positions on international law and cyber activities have emerged in recent years as a
distinctive new genre of international legal materials, with dozens of States having issued such
documents thus far. This article offers the first systematic account of their legal significance
from the perspective of international law. It shows that the practice of issuing such documents
has gradually consolidated into a recognizable standardized format, although participation
remains geographically uneven and their precise legal nature and effects are still insufficiently
understood. The article argues that national positions are more than mere expressions of policy,
but fall short of constituting unilateral binding acts. Their significance lies instead in their
relationship to established sources of international law. In particular, national positions may
inform the interpretation of international treaties, above all as supplementary means of
interpretation, and contribute to the identification of customary international law, primarily as
evidence of opinio juris and, in rarer cases, State practice. Important details remain unsettled,
however. Strategies through which States can reduce this indeterminacy include clarifying the
intended legal significance of their own positions and addressing the issue in relevant
multilateral and institutional settings, from forums with cyber-specific mandates to bodies
entrusted with the application, clarification, and development of international law more

generally.

* Professor of International Law, University of Exeter. Email: k.macak@exeter.ac.uk. I am grateful to Ana
Beduschi, Russell Buchan, Talita Dias, Mohamed Helal, Lawrence Hill-Cawthorne, Miles Jackson, Agnes Kasper,
Vaughan Lowe, Harriet Moynihan, Chris O’Meara, Tilman Rodenhiuser, Przemystaw Roguski, and the
anonymous reviewers for their generous and helpful feedback on earlier drafts, and to Xiaxin Yang for outstanding
research assistance. This research was supported by the United Kingdom’s Economic and Social Research Council
(grant number ES/X004198/1; Impact Accelerator Account Award ref. ESRC/015), the Ministry of Foreign Affairs
of Estonia, the Ministry of Foreign Affairs of Japan, and the NATO Cooperative Cyber Defence Centre of
Excellence, as part of the project Handbook on Developing a National Position on International Law and Cyber
Activities.
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Introduction

A distinctively new genre of international legal materials has taken shape in recent years:
national positions on international law and cyber activities. Although this practice has emerged
over little more than a decade, dozens of States have already issued such positions, and others

are poised to follow.!

States’ growing attention to the legal regulation of cyber activities is hardly surprising, given
the centrality of cyberspace today. Information and communication technologies (ICTs) now
underpin much of contemporary life: we connect, communicate, and collaborate in digital
spaces — but also face some unprecedented challenges. There is broad international recognition
that hostile cyber activities may cause serious harm, disrupt the functioning of societies,

compromise national security, and inflict severe economic losses.>

Accordingly, understanding the role of international law in regulating — and thus
constraining — such activities is essential. While States agree that international law applies to
cyber activities,’ they diverge significantly in their interpretations of how particular rules and
principles operate in this context. As two senior commentators have recently observed,
clarifying this question ‘is one of the most consequential discussions for the future of peace

and security’.*

It is against this backdrop that the trend of issuing national positions has evolved. Through
these statements, States set out their legal views on key issues of international law in the cyber
context. The matters addressed so far include foundational rules and principles, such as
sovereignty, non-intervention, and the prohibition on the use of force, as well as specialized

regimes including international humanitarian law and international human rights law.

! For a comprehensive continuously updated database of national positions, see Cyber Law Toolkit, ‘Category:
National Position’. In order to preserve space, when this article refers to one of these positions, it uses the short
form in the Toolkit (‘National Position of [State] ([ Year])’) rather than the full official title.

2 Report of the Open-ended Working Group on Developments in the Field of Information and Telecommunications
in the Context of International Security, UN Doc. A/75/816, 18 March 2021, para. 18 (OEWG Report 2021).

3 Report of the Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security, UN Doc. A/68/98, 24 June 2013, para. 19 (GGE
Report 2013).

“ Pavlova and Painter, ‘The UN’s Permanent Process on Cybersecurity Faces an Uphill Battle’, Lawfare (13
August 2025).
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For the purposes of this article, the notion of a ‘national position’ is defined by reference to
four cumulative criteria.” First, the statement must be issued publicly, rather than remain
classified or be otherwise intended for a purely internal or closed-door audience. Second, it
must be officially issued by a State organ, such as a government entity or an official speaking
on behalf of the government. Third, it must be available in a written format in a public
repository, such as a government website or a UN-administered platform. Fourth, it must be
published with the aim of expressing specific legal views on the application of international
law in the cyber context. These criteria are derived from extensive consultations with nearly
50 States conducted in the course of a State-facing research project on the development of

national positions on international law and cyber activities.®

Although national positions have gradually become an established feature of the
international legal system, their precise legal significance and status are still uncertain. The
documents themselves are generally silent on these questions,’ and scholarly engagement has
thus far been limited.® This is puzzling, given that — as noted — the positions address matters of
considerable consequence. The puzzle deepens when one considers that their language often
extends beyond cyberspace to issues of general international law, which has led to suggestions

that the positions may even be ‘recod[ing] the foundations of international law’.’

This article seeks to fill that gap by offering an original and systematic analysis of the legal
nature of national positions in international law. It argues that their main significance lies in
relation to treaty interpretation and the formation of customary international law, and it
identifies aspects of both processes that require further clarification. As the principal
lawmakers in the international legal system, States therefore stand at a critical juncture: their
choices will determine the extent to which such positions influence the future development of

international law.

3 See Macak, Dias and Kasper, Handbook on Developing a National Position on International Law and Cyber
Activities: A Practical Guide for States (2025), at 16.

¢ See ibid., at 14-15, and Annex C (List of participating States).

7 Some exceptions are discussed later in the text.

8 For a recent exception, see Hollis and Sander, *State Silence and the International Law of Cyberspace’, in Azaria
(ed.), State Silence Across International Law: Meaning, Context, and Developments (2025), at 84-90 (containing

a section on national positions written from the perspective of State silence, i.e. analysing the legal weight of the
non-response of other States).

9 Helal, ‘The Application of International Law in Cyberspace — A Debate that is Recoding International Law’,
EJIL: Talk! (30 May 2025).
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The argument proceeds in three steps. Section 1 maps the emergence and consolidation of
the practice of issuing national positions, showing that a recognizable standardized format has
gradually taken shape. Section 2 examines the legal significance of such documents under
international law as it stands today, with a particular focus on the three primary sources of
international law: treaties, custom, and general principles of law. Section 3 recommends
specific strategies through which States may reduce existing indeterminacy, thereby fostering

shared understandings of how national positions fit into the fabric of international law.

1. Mapping the Emergence and Consolidation of National Positions

The first document that served the function of a national position as understood today is
generally traced to a 2012 speech given by Harold Koh, then Legal Adviser to the US
Department of State, delivered at a legal conference organized by the US Cyber Command. !’
Koh addressed a series of foundational questions concerning ‘how international law applies in
cyberspace’.!! He did so expressly on behalf of the US government, thereby offering an early
example of a State articulating its legal views on cyber activities in a public and structured

manner.'?

In subsequent years, scholarship on the application of international law to cyberspace
proliferated, alongside various non-State-driven initiatives. These included the two Tallinn
Manuals," as well as proposals by industry actors such as Microsoft to articulate ‘cyber norms’
for States.!* While these initiatives contributed to clarifying legal questions and proposing
frameworks for responsible State behaviour, the prevailing State silence on these issues'

risked narrowing States’ influence over the clarification and development of international law

1% See Koh, ‘International Law in Cyberspace’, 54 Harvard International Law Journal (2012) 1. The original text
is also available at https://2009-2017.state.gov/s/l/releases/remarks/197924 .htm.

" Ibid.
2 Ibid., at 2.

'8 Schmitt (ed.), Tallinn Manual on the International Law Applicable to Cyber Warfare (1st ed., 2013); Schmitt
(ed.), Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations (2nd ed., 2017).

' Microsoft, ‘From Articulation to Implementation: Enabling Progress on Cybersecurity Norms’ (June 2016).

'5 This is not to say that there were no exceptions. At the multilateral level, the 2015 GGE report included six brief
paragraphs containing the participating States’ ‘non-exhaustive views on how international law applies to the use
of ICTs by States’. See Report of the Group of Governmental Experts on Developments in the Field of Information
and Telecommunications in the Context of International Security, UN Doc. A/70/174, 22 July 2015 (GGE Report
2015), paras 28(a)-28(f). That same year, Ambassador Norbert Riedel, the commissioner for international cyber
policy in Germany’s Federal Foreign Office, delivered a speech expressing some of Germany’s views: Riedel,
‘Cyber Security as a Dimension of Security Policy’ (18 May 2015).
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in this area.'® Against this backdrop, some academics (including the present author) urged
States to reclaim their central role in shaping the law and to articulate their views on how

international law applies to cyber activities.!’

Although academic encouragement may have played a role, the main impetus arguably came
from States themselves. Throughout the 2010s, they addressed the use of ICTs in the context
of international security through UN-based multilateral processes, typically with two-year
mandates. These processes consistently included a segment on international law, but progress
was uneven. The failure of the 2016-2017 Group of Governmental Experts (GGE) to reach
consensus, reportedly due in part to deep disagreements over international law, '® appears to

have been a catalyst for some States to begin examining these questions unilaterally. '’

While the next GGE (2019-2021) and the contemporaneous Open-Ended Working Group
(OEWG) succeeded in adopting final reports, the agreed ‘common understandings’ remained
very general, reflecting the stark difference of views among States and the difficulty of reaching
consensus. For example, States affirmed that the UN Charter applies to State uses of ICTs, but
without elaborating on how its provisions should be interpreted or applied in practice.?’ At the
same time, both processes explicitly encouraged States to continue expressing their views

individually, thereby creating political space and perhaps some pressure for them to do so.?!

These developments resulted in the adoption of a voluminous annex to the 2021 GGE report,
which contains the national positions of 15 GGE members: Australia, Brazil, Estonia,
Germany, Japan, Kazakhstan, Kenya, the Netherlands, Norway, Romania, Russia, Singapore,

Switzerland, the United Kingdom, and the United States.?* In the same year, Italy, which was

16 Mac¢ak, ‘From Cyber Norms to Cyber Rules: Re-engaging States as Law-makers’, 30(4) Leiden Journal of
International Law (2017) 877.

17 Ziolkowski, ‘General Principles of International Law as Applicable in Cyberspace’, in Ziolkowski (ed.),
Peacetime Regime for State Activities in Cyberspace (2013) 135, at 175; Schmitt and Watts, ‘The Decline of
International Humanitarian Law Opinio Juris and the Law of Cyber Warfare’, 50(2) Texas International Law
Journal (2015) 189, at 230-231; Macék, supra note 16, at 896-898.

'8 See Schmitt and Vihul, ‘International Cyber Law Politicized: The UN GGE’s Failure to Advance Cyber Norms’,
Just Security (30 June 2017); Korzak, ‘UN GGE on Cybersecurity: The End of an Era?’, The Diplomat (31 July
2017).

'9 Lehto, ‘Finland’s views on International Law and Cyberspace’, 92 Nordic Journal of International Law (2023)
456, at 456-457.

20 OEWG Report 2021, supra note 2, para. 34; Report of the Group of Governmental Experts on Advancing
Responsible State Behavior in Cyberspace in the Context of International Security, UN Doc. A/76/135, 14 July
2021 (GGE Report 2021), para. 69.

21 See, e.g., OEWG Report 2021, supra note 2, para. 36; GGE Report 2021, supra note 20, para. 72.
22 GGE Report 2021, supra note 20, Annex.
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not a member of the GGE, also issued its national position.?* Although some GGE members
had already published their views in earlier standalone position papers, 2021 nevertheless
marked a milestone year during which the number of States with national positions more than

doubled.

This trend has continued since then. At the time of writing, 37 States from all continents
have joined in.?* In addition, some have expressed their views in shorter formats, including
statements in multilateral forums,?® responses to questionnaires such as that prepared within
the Organization of American States,?® or dedicated cyber chapters in national military
manuals.?’” At the regional level, the European Union and the African Union have adopted
collective position papers reflecting the consensus views of their members.?® Taken together,
these developments mean that ‘over 100 Member States have now individually, or as a

collective, published their position and views on the application of international law.’%

While the shorter formats and the collective statements are significant, the main vehicle for
sharing national views has become the dedicated national position paper. As noted, 37 States
have issued such documents to date. All UN regional groups are represented, although some
more heavily than others. The largest share is in the Western European and Others Group, with
eighteen States. The Asia-Pacific Group follows, with eight, while the Eastern European Group
accounts for six and the Latin American and Caribbean Group for four. Representation from
the African Group is so far limited to a single State, Kenya. This uneven regional distribution
means that, while the practice has gained global traction, it remains concentrated in certain

parts of the world.

Such documents have also varied in style and format, although over time certain conventions

have begun to take hold. In the early years, they often took the form of speeches, beginning

2% See National Position of Italy (2021).

24 See Cyber Law Toolkit, ‘Category: National Position’.

%5 See, e.g., Austria, OEWG Statement, April 2020; Brazil, OEWG Statement, 11 February 2020; Czechia, OEWG
Statement, 11 February 2020.

% See OAS, Improving Transparency: International Law and State Cyber Operations: Fifth Report, CJI/doc.
615/20 rev.1, 7 August 2020.

% See, e.g., France, Manual of the Law of Military Operations (2022), at 285-300; Norway, Manual i krigens
Jfolkerett [Manual on the Law of War] (2025), at 291-310; United States, Department of Defense Law of War
Manual (2023), at 1024-1039.

28 See Common Position of African Union (2024); Common Position of European Union (2024).
2 EU, OEWG Statement (July 2025), at 3.
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with Koh’s 2012 remarks,*° followed by those given by senior officials from Germany
(2015),*! the United Kingdom (2018),3? and Israel (2020).>* Today, however, the most common
format is a standalone written document, typically issued by a ministry of foreign affairs or —
less commonly — defence, and often arranged in a standardized structure with a short
introduction, thematic sections covering specific rules and areas of international law, and a

conclusion.?*

Overall, the evolution traced in this section reveals the consolidation of a distinct genre of
international legal materials. States have long expressed their legal views on questions of
international law through instruments such as military manuals, diplomatic correspondence, or
submissions in multilateral forums. The cyber context, however, has produced a concentrated
and increasingly standardized body of public statements addressing a shared set of legal
questions concerning how international law applies to cyber activities. This development raises

the question of their legal significance within the international legal system.

2. Unpacking the Legal Significance of National Positions

National positions are often praised as a valuable means of advancing the international legal
conversation in the cyber context, having been described as ‘contribut[ing] to the development
of common international understandings on how international law applies to cyberspace’*> and
as facilitating ‘convergence on the interpretation or any adaptation of international law to
States’ use of ICTs’.>® Such assessments reflect an intuition that these documents can matter in
legal terms, yet how precisely that influence operates, and through which legal mechanisms,

remains insufficiently understood.

30 See Koh, supra note 10.
%1 See Riedel, supra note 15.

32 See Attorney General Jeremy Wright, ‘Cyber and International Law in the 21st Century’ (23 May 2018).

3 See Schéndorf, ‘Israel’s Perspective on Key Legal and Practical Issues Concerning the Application of
International Law to Cyber Operations’, 98 International Law Studies (2021) 396.

34 The thematic sections typically cover some or all of the following topics (though the order may differ):
applicability of international law; sovereignty; non-intervention; due diligence; peaceful settlement of disputes;
use of force and self-defence; specialized regimes such as international humanitarian law or international human
rights law; State responsibility including attribution and circumstances precluding wrongfulness.

35 UNIDIR, 4 Compendium of Good Practices: Developing a National Position on_the Interpretation of
International Law and State Use of ICT (2024) (‘UNIDIR Compendium’), at 9.

% Yeow, ‘Dedicated Intersessional Meeting on International Law’ (15 May 2024).
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This section addresses that question in five steps. It first considers the possibility that such
positions would have no legal valence at all (subsection A). It then examines the opposite claim,
namely that they would constitute independent sources of binding obligations for the issuing
States (subsection B). Having rejected both extremes, the discussion turns to the potential legal
relevance of national positions in relation to the three principal sources of international law
listed in Article 38(1) of the Statute of the International Court of Justice (ICJ): international
treaties (subsection C), customary international law (subsection D), and general principles of

law (subsection E).>’

A. Mere Statements of Policy?

Is it possible that national positions would have no legal valence at all? While this view has
been suggested in the literature®® and proffered by State representatives in closed-door forums,

it is difficult to reconcile it with the expressions of legal views that permeate these documents.*’

To be sure, such papers do serve important policy functions. By issuing a national position,
a State signals its commitment to the international rule of law in cyberspace — in other words,
that international law matters when it comes to cyber operations. National positions can also
help enhance international dialogue,*’ increase the predictability of State behaviour, and, in
doing so, reduce the risk of escalation.*! They may likewise be used to expressly declare policy
aims and objectives: for example, many States have used their positions to reaffirm a
commitment to promoting an open, secure, stable, accessible, and peaceful ICT environment.*?

Some national positions admittedly lean more towards this policy function than others.*’

37 While these sources are treated separately for analytical purposes, this does not suggest that they operate in
isolation. In practice, treaties, customary international law, and general principles of law may interact and
influence one another. See e.g. Hollis, ‘Sources in Interpretation Theories: An Interdependent Relationship’ in
Besson and d’Aspremont (eds), The Oxford Handbook of the Sources of International Law (2017); Thirlway,
Sources of International Law (2nd edn., 2019), 147-161.

%8 See e.g., Hollis and Sander, supra note 8, at 87.

%9 See Handbook on National Positions, supra note 5, at 18.

40 See UNIDIR Compendium, supra note 35, at 10.

“1 See, e.g., National Position of Australia (2021), at 1 (‘developing understandings of respective States’ positions
may increase predictability and reduce the risk of miscalculation, which can lead to escalation in State conduct’).

42 See, e.g., National Positions of Colombia (2025), at 4; National Position of Cuba (2024), para. 4; National
Position of Czechia (2024), para. 49; National Position of Finland (2020), at 1; National Position of Ireland (2023),
para. 2; National Position of Italy (2021), at 3; National Position of New Zealand (2020), para. 1; National Position
of Pakistan (2023), para. 7; National Position of Romania (2021), at 75; National Position of Singapore (2021), at
83, para. 2; National Position of Sweden (2022), at 1; National Position of the United Kingdom (2021), para. 1.

43 See, e.g., Zou, ‘The Role of National Position Papers in the Lawmaking Process of International Law in
Cyberspace — A Legal Argumentation Theory Perspective’, 3(12) Law and Economy (2024) 20, at 27 (observing
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However, if a State’s intention is to express only policy preferences and to avoid the legal
dimension altogether, it has other, more suitable vehicles at its disposal. Domestically, a
national cybersecurity strategy might set goals such as increasing societal cyber resilience or
bridging the digital divide, and outline the measures the State intends to take to achieve these.**
On the international plane, this signalling can be done through joint declarations or statements
in international and regional organizations. Such documents may not engage with international

law at all, and their legal import may be minimal or none.

This is not the case with national positions, though. Because they articulate a State’s views
on the application of international law to cyber activities, they ‘inherently carry some degree
of legal valence’.** As Oliver Dérr has observed in relation to the broader notion of declarations
by States, such documents ‘may give rise to legal consequences’ through the operation of norms
of general international law.*® The remainder of this section considers those consequences in

the context of national positions, and the circumstances in which they may occur.

B. Unilateral Binding Acts

A natural next question is whether a national position paper could amount to a unilateral legal
act that gives rise to binding legal obligations for the issuing State.*’ In its landmark 1974
judgment in the Nuclear Tests cases, the ICJ held that a State may, by means of a unilateral
declaration, assume legal obligations if the declaration is made publicly by a State organ and
with the intention to be bound.*® Although the ICJ’s approach attracted some doctrinal criticism
at the time,* the International Law Commission (ILC) later endorsed it in its Guiding

Principles Applicable to Unilateral Declarations of States Capable of Creating Legal

that ‘China’s position papers generally use policy language, which may be more conducive to publicizing China’s
policy ideas and initiatives ..., but there is a certain incongruity between the policy language and the title of the
paper ... which hints [at a] legal nature’).

44 See, generally, Council of Europe et al., Guide to Developing a National Cybersecurity Strategy: Strategic
Engagement in Cybersecurity (2nd ed., 2021).

48 Handbook on National Positions, supra note 5, at 18.
46 Dérr, ‘Declaration’, in Max Planck Encyclopedia of Public International Law (August 2019), para. 15.
47 See Handbook on National Positions, supra note 5, at 18 (noting that some State representatives took this view).

“8 See Nuclear Tests Case (Australia v. France), Judgment, 20 December 1974, ICJ Reports (1974) 253, paras 43-
51. See also, e.g., Case concerning the Frontier Dispute (Burkina Faso v. Republic of Mali), Judgment, 22
December 1986, ICJ Reports (1986) 554, at 573, para. 39; Obligation to Negotiate Access to the Pacific Ocean
(Bolivia v. Chile), Judgment, 1 October 2018, ICJ Reports (2018) 507, para. 146.

4 See Rubin, ‘The International Legal Effects of Unilateral Declarations’, 71 AJIL (1977) 1; see also Thirlway,
supra note 37, at 51-59; Fitzmaurice, ‘“The History of Article 38 of the Statute of the ICJ: The Journey from the
Past to the Present’, in Besson and d’ Aspremont, supra note 37, at 195-197.



Obligations (2006).> Principle 1 provides: ‘Declarations publicly made and manifesting the

will to be bound may have the effect of creating legal obligations.’>!

The ILC’s Principle 7 further explains that unilateral declarations entail obligations only if
they are expressed in clear and specific terms; in case of doubt, such obligations must be
interpreted restrictively.>? In other words, a State can bind itself by a promise in a public
statement, but only if the language and context make it unquestionably a commitment. Classic
examples include France’s declaration to cease atmospheric nuclear testing,>* found binding by
the ICJ in Nuclear Tests,>* and Egypt’s 1957 Suez Canal Declaration, which affirmed a

commitment to free navigation through the Canal for all nations.>®

On closer scrutiny, national positions on the application of international law to cyber
activities do not meet these demanding criteria. They are generally framed in descriptive and
interpretative terms (‘[State X considers that] cyber operations may amount to a use of
force’),%¢ rather than in promissory terms (‘State Y pledges to refrain from conducting or
supporting cyber activity that intentionally manipulates the integrity of financial institutions’
data and algorithms’>’ or ‘State Z undertakes not to conduct pre-positioning cyber activities in
critical infrastructure systems abroad’>®). They state what the law is, rather than taking on new

obligations.

At times, the positions make this point expressly. The clearest example is Thailand’s 2025

position: ‘This position constitutes an exercise of legal interpretation and does not create new

%0 See ILC, Guiding Principles Applicable to Unilateral Declarations of States Capable of Creating Legal
Obligations, UN Doc. A/61/10 (2006), at 362.

51 Ibid., at 368, para. 1.

52 Ibid., at 368, para. 7. See also Nuclear Tests Case (Australia v. France), supra note 48, at 267, para. 44; Nuclear
Tests Case (New Zealand v. France), Judgment, 20 December 1974, ICJ Reports (1974) 457, at 472-473, para. 47.
53 See Nuclear Tests Case (Australia v. France), supra note 48, at 266, para. 39.

54 See ibid., at 269, para. 51.

% Victor Rodriguez Cedefio, Special Rapporteur, Eighth Report on Unilateral Acts of States, UN Doc. A/CN.4/557
(26 May 2005), paras 55-69.

% See, e.g., National position of Belgium (2025), at 4; National Position of Brazil (2021), at 19; National Position
of Canada (2022), para. 45; National Position of Colombia (2025), at 14; National Position of Costa Rica (2023),
para. 36; National Position of Czechia (2024), para. 26; National Position of Ireland (2023), para. 18; National
Position of Israel (2021), at 398; National Position of New Zealand (2025), para. 7; National Position of Norway
(2021), at 5; National position of Slovenia (2026), at 6.

57 This example is based on a proposal by the Carnegie Endowment for International Peace: see Maurer, Levite
and Perkovich, ‘Toward a Global Norm Against Manipulating the Integrity of Financial Data’ (27 March 2017).

%8 This example is based on an exchange between the US and China during the OEWG session on 17 February
2025, as reported in Pytlak ez al., ‘The Rules of the Road in Cyberspace, 10 Years Later’, RUSI (13 August 2025).
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obligations for Thailand.”>® Several other States have likewise indicated that their positions are
intended to interpret existing law, implying that they should not be read as manifesting a will
to assume obligations beyond the law as it stands.®® As will be explored in Section 3, such
clarifications not only reaffirm the non-binding nature of these documents but may also serve

the practical purpose of preserving the issuing State’s operational flexibility.

Although it remains conceivable that a future national position could contain language
amounting to a binding unilateral commitment, none of the existing positions does so. They
are framed as contributions to international dialogue rather than autonomous legal pledges, and
as such, they do not manifest the clear intent to be bound required under the ILC’s framework.®!
Accordingly, current national positions do not qualify as unilateral binding acts. The question,
therefore, is not whether they generate independent obligations, but what legal role they may

play in relation to the existing sources of international law.

C. International Treaties

National positions frequently refer to international treaties, most commonly treaties of wide or
even universal ratification, such as the UN Charter, the Geneva Conventions and their
Protocols, and various international human rights treaties. Their relevance in this context does
not lie in creating new obligations, but in expressing States’ views on how specific treaty rules
should be interpreted in the cyber context. This is particularly evident where States address
provisions whose application to cyber activities is widely accepted in principle, yet contested

in detail.

A prominent example is the UN Charter. While there is longstanding consensus that it
applies to State uses of ICTs,% it is much less clear how its individual proscriptions should be
interpreted in the cyber context. A central rule in this respect is Article 2(4) of the Charter,
which reflects the customary prohibition on the threat or use of force.®* While virtually all

published positions reaffirm the rule, they reveal a range of views on its application to cyber

%9 National Position of Thailand (2025), para. 55 (emphasis added).

50 See e.g., National position of Belgium (2025), at 2; National Position of Denmark (2023), at 447; National
Position of Sweden (2022), at 1.

61 See ILC, Guiding Principles Applicable to Unilateral Declarations, supra note 50, at 368, para. 7.
%2 See, e.g., GGE Report 2013, supra note 3, para. 19.

83 Legal Consequences of the Construction of a Wall in the Occupied Palestinian Territory, Advisory Opinion 9
July 2004, ICJ Reports (1971) 136, at 171, para. 87; Military and Paramilitary Activities in and against Nicaragua
(Nicaragua v. United States of America), Judgment (Merits), 27 June 1986, ICJ Reports (1986) 14, at 98-100,
paras 187-190.
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operations, including on fundamental questions such as whether and when such operations may
qualify as uses of force.%* This raises the question of the legal nature of such interpretative

statements.

One possibility is to regard them as ‘interpretative declarations’ under the law of treaties.
The ILC defines an interpretative declaration as a ‘unilateral statement, however phrased or
named, made by a State ... whereby that State ... purports to specify or clarify the meaning or
scope of a treaty or of certain of its provisions’.®> Such declarations must be distinguished from
reservations to treaties, defined in Article 2(1)(d) of the Vienna Convention on the Law of
Treaties (VCLT).% According to the ILC’s Guide to Practice on Reservations to Treaties
(2011), unlike reservations, interpretative declarations do not seek to modify the obligations in
a treaty,®’ but to clarify their meaning, and they may be formulated at any point during a treaty’s
life.® Their legal effect is ‘essentially produced through the highly complex process of

interpretation’.%’

Applying these indicators, certain formulations within national positions share important
functional similarities with interpretative declarations: they are public, unilateral statements by
States, and they purport to clarify the meaning or scope of specific treaty provisions in the
cyber context, such as the aforementioned Charter prohibition on the use of force. At the same

time, no State has explicitly characterized its national position, or any part of it, as an

54 For a recent overview, see Handbook on National Positions, supra note 5, at 86-90.

8 ILC, Guide to Practice on Reservations to Treaties, in Report of the ILC on the Work of Its Sixty-Third Session,
Addendum, UN Doc. A/66/10/Add.1 (2011), at 2, Guideline 1.2.

% Vienna Convention on the Law of Treaties (1969) 1155 UNTS 331, Art. 2(1)(b): ““reservation” means a
unilateral statement, however phrased or named, made by a State, when signing, ratifying, accepting, approving
or acceding to a treaty, whereby it purports to exclude or to modify the legal effect of certain provisions of the
treaty in their application to that State’. See also ILC, Law of Treaties, in Report of the ILC on the Work of Its
Eighteenth session, UN Doc. A/CN.4/191 (1966), at 189, commentary on Article 2, para. 11, noting that
clarifications of a State’s position do not amount to reservations.

57 See ILC, Guide to Practice, supra note 65, at 68-69, commentary on Guideline 1.2, para. 18.
%8 Ibid., at 70, commentary on Guideline 1.2, para. 24, and at 193, Guideline 2.4.4.

8 Ibid., at 548, commentary on Guideline 4.7.1, para. 3. States may also formulate so-called conditional (or
qualified) interpretative declarations, by which the declarant makes its consent to be bound by the treaty
conditional on a particular interpretation of the treaty or certain of its provisions. Such declarations are intended
to produce modificatory or exclusionary effects similar to those of reservations, and the ILC Guidelines
accordingly provide that they are to be treated as reservations: ibid., at 3, Guideline 1.4. As national positions
contain no such language, this category is not considered further here.
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‘interpretative declaration’ in relation to a specific treaty, nor have such positions been

submitted to treaty depositaries following the ILC’s recommended practice.’®

Whether national positions technically qualify as interpretative declarations or fall instead
into the residual category of ‘unilateral statements other than reservations and interpretative
declarations’,”! their substantive relevance for treaty interpretation may nonetheless be similar.
The ILC recognizes that clarifications of legal views — regardless of which specific category
they belong to — can contribute to interpretation, and when consistent views are expressed by
multiple parties to a treaty, they may amount to ‘subsequent practice’ supporting an agreed

understanding of a provision.”

This raises the question whether such convergences qualify, in accordance with Article
31(3)(b) of the VCLT, as ‘subsequent practice in the application of [a] treaty which establishes
the agreement of the parties regarding its interpretation’.”® Several States, including Austria
and Czechia, have expressly referred to this provision in the cyber context, indicating that they
consider it potentially applicable in at least some cases of convergent views.’* Practice that
meets this threshold amounts to ‘authentic interpretation’ by the ‘masters’ of the treaty,”® and

as such it must be taken into account in the interpretation of the treaty in question.”®

An illustration may be drawn from the interpretation of Article 49 of Additional Protocol I,
which defines ‘attacks’ under international humanitarian law as ‘acts of violence against the
adversary, whether in offence or in defence’. With some simplification, two main questions
arise in the cyber context: (1) whether cyber operations can ever fit this description and (2) if

so, which ones. Thus far, all States that have addressed the issue agree that the answer to the

70 Ibid., at 195, commentary on Guideline 2.4.5, para. 2. While there is no formal legal obligation to submit
interpretive declarations to the depositary, in practice States tend to do that: see ibid., at 192, commentary on
Guideline 2.4.1, para. 4.

71 Ibid., at 3, Guideline 1.5.

72 See ILC, Subsequent Agreements and Subsequent Practice in Relation to the Interpretation of Treaties, in Report
of the ILC on the Work of Its Seventieth session, UN Doc. A/73/10 (2018), at 32, commentary on Conclusion 4,
para. 18; ibid. at 36, para. 35.

73 VCLT, supra note 66, Art. 31(3)(b).

74 See Austria, supra note 25, at 2; Czechia, supra note 25, at 2.

75 See Villiger, Commentary on the 1969 Vienna Convention on the Law of Treaties (2009), at 429.

78 VCLT, supra note 66, Art. 31(3)(b). See also ILC, Subsequent Agreements and Subsequent Practice, supra note
72, at 20, commentary on Conclusion 2, para. 7. It has been suggested that subsequent practice of the parties may
have the effect of amending a treaty: see e.g. Costelloe and Fitzmaurice, ‘Lawmaking by treaty: Conclusion of
treaties and evolution of treaty regimes in practice’ in Brolmann and Radi (eds), Research Handbook on the Theory

and Practice of International Lawmaking (2016). See further Buga, Modification of Treaties by Subsequent
Practice (2018).
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first question is ‘yes’.”” While views diverge on the second question, all seem to agree that, at

a minimum, cyber operations expected to result in physical damage may qualify as attacks.”®

The question is whether this convergence suffices to establish ‘the agreement of the parties’
under Article 31(3)(b). According to the ILC, this requires ‘a common understanding regarding
the interpretation of a treaty which the parties are aware of and accept’.”” Most commentators
interpret this as requiring the express or implied agreement of all parties to a treaty — a
demanding standard for universally or near-universally ratified instruments like the UN Charter
or the Geneva Conventions and their Protocols.®’ Even convergence among all 37 States that

have issued national positions would fall short of the agreement of all treaty parties.

By contrast, the Article 31(3)(b) threshold may be met in relation to regional common
positions that interpret regional treaties with identical membership. For instance, the Common
African Position expressly notes that several of the international legal rules it addresses — the
prohibition of intervention, the obligation of peaceful resolution of disputes, and the prohibition
of the use of force — are also enshrined in the Constitutive Act of the African Union.®! Where
such a common position is presented as reflecting the views of all Member States of the
organization, its interpretation of provisions contained in a treaty binding on that same group

of States may be regarded as establishing the agreement of the parties to that treaty.

Returning to national positions, where convergent practice does not, or does not clearly,
establish the agreement of the parties regarding a treaty’s interpretation, it still remains relevant
as a supplementary means of interpretation under Article 32 of the VCLT.?? This is recognized

by the ILC,* which explains that ‘any practice in the application of the treaty that may provide

77 See Cyber Law Toolkit, ‘Attack (international humanitarian law)’.

78 For a recent analytical overview, see Macak and Pircher, ‘Protecting civilians from harm caused by cyber
operations during armed conflicts’, ECIL Working Paper 2025/1, forthcoming in Heinsch and Plamenac (eds),
Research Handbook on Victims under International Law (2026).

79 See ILC, Subsequent Agreements and Subsequent Practice, supra note 72, at 15, Conclusion 10(1).

8 See, e.g., Gardiner, Treaty Interpretation (2015) at 266 and 270; Aust, Modern Treaty Law and Practice (3rd
edn., 2013), at 216; Nolte, Treaties and Their Practice — Symptoms of Their Rise or Decline (2018), at 187. But
see Hill-Cawthorne, ‘Common Article 1 of the Geneva Conventions and the Method of Treaty Interpretation’ 72
ICLQ (2023) 869, at 888-897, arguing for the admissibility under Art. 31(3)(b) VCLT of subsequent practice that
includes dissent.

81 See Common Position of African Union (2024), paras 26, 34-35, and 38.
82 See Villiger, supra note 75, at 432.

8 See ILC, Subsequent Agreements and Subsequent Practice, supra note 72, at 13, Conclusion 2(4).
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indications as to how the treaty is to be interpreted may be a relevant supplementary means of

interpretation’ (the ILC calls this ‘subsequent practice in the broad sense”).**

It is in this light that convergent interpretations of treaty provisions such as Article 49 AP |
in the cyber context should be understood. While not determinative, and without prejudice to
future contrary views, they may signal the gradual consolidation of a shared understanding
within the international community on particular issues.®® In the above example, therefore, such
views indicate that cyber operations expected to result in physical damage constitute attacks

under AP I.

In sum, certain formulations within national positions may function similarly to
interpretative declarations and contribute to subsequent practice relevant for treaty
interpretation. Their weight in this process depends on the extent of convergence among treaty
parties. Even where the demanding threshold set by Article 31(3)(b) is not met, such
convergences can serve as supplementary means of interpretation under Article 32, signalling

emerging common understandings of how treaty provisions apply in the cyber context.

D. Customary International Law

Customary international law also features prominently in national positions. Most commonly,
this is to affirm the customary nature of a particular rule or set of rules such as the prohibitions
of force®® and intervention®” or the law of State responsibility.®® On occasion, the reference is
in the negative: for example, in its national position, Brazil opined that ‘[c]urrently, there is

neither broad state practice nor sufficient opinio juris to generate new customary international

84 Ibid., at 36-37, commentary on Conclusion 4(3), paras 34-35. See also Villiger, supra note 75, at 445.

8 See also Henckaerts et al., ‘ICRC Perspectives on the Interpretation of the Third Geneva Convention More

Than Seventy Years after Its Adoption’, in Schmitt and Koschnitzky (eds), Prisoners of War in Contemporary
Conflict (2023) 376, at 400.

8 See e.g., National Position of Brazil (2021), at 19; National Position of Costa Rica (2023), para. 35; National
Position of Israel (2021), at 389; National Position of Norway (2021), at 5; National Position of Poland (2022), at
5; National position of the Republic of Korea (2025), at 4; National position of Slovenia (2026), at 5; National
Position of Sweden (2022), at 3; National Position of the United States (2021), at 137.

87 See e.g., National Position of Australia (2021), at 3; National position of Belgium (2025), at 3; National
Position of Brazil (2021), at 18; National Position of Costa Rica (2023), para. 23; National Position of Denmark
(2023), at 449; National Position of Germany (2021), at 4; Iran, ‘National Position of Iran (2020)°, Art. III(3);
National Position of Italy (2021), at 4; National Position of Norway (2021), at 4; National position of Slovenia
(2026), at 4; National Position of Switzerland (2021), at 3; National Position of the United Kingdom (2022);
National Position of the United States (2021), at 139; see also GGE Report 2021, supra note 20, para. 71(c).

8 See e.g., National Position of Australia (2021), at 5; National Position of Canada (2022), para. 32; National
Position of Costa Rica (2023), para. 10; National Position of Estonia (2021), at 28 ; National Position of Germany
(2021), at 10; National Position of Ireland (2023), para. 20; National Position of Poland (2022), at 6; National
Position of Switzerland (2021), at 5; National Position of the United States (2021), at 142.
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norm allowing for the violation of State sovereignty, including by means of ICTs.’*" Israel, the
UK, and the US have rejected the emergence of a customary rule of due diligence on similar

grounds.”

Customary international law emerges when its two constituent elements are established: a
general practice and its acceptance as law (opinio juris).”! When States issue documents
affirming the existence of customary rules, those statements primarily represent instances of
opinio juris.* For that reason, this analysis begins with opinio juris and only subsequently

turns to State practice.”

1. Opinio Juris

As the ILC explains, opinio juris, ‘refers to the requirement that the relevant practice must
be undertaken with a sense of legal right or obligation, that is, it must be accompanied by a
conviction that it is permitted, required or prohibited by customary international law’.** An
example is the view expressed in a number of (but, as noted earlier, not all) national positions
that every State has a customary obligation not to allow knowingly its territory to be used for

acts contrary to the rights of other States (the so-called obligation of due diligence).”

89 National Position of Brazil (2021), at 18.

9 See National Position of Israel (2021), at 404; National Position of the United Kingdom (2021), para. 12;
National Position of the United States (2021), at 141.

91 See ILC, Draft Conclusions on Identification of Customary International Law, in Report of the ILC on the Work
of Its Seventieth session, UN Doc. A/73/10 (2018), at 119, Conclusion 2.

92 See Pomson, ‘Methodology of identifying customary international law applicable to cyber activities’, 36(4)
Leiden Journal of International Law (2023) 1023, at 1024; Lowe and Fife, ‘The Applicability of International
Law to Cyber Activities: Working Paper’, Institut de Droit International, 17 May 2025, para. 9.

%3 This section focusses on questions of identification of customary international law. There is also an ongoing
debate on the role of interpretation in relation to customary international law, which is however beyond the scope
of this article. For the proponents of the view that customary rules are subject to interpretation, national positions
can additionally be seen as tools for the interpretation of the customary rules they cite, particularly in relation to
whether and how they apply in the cyber context. See further Chasapis-Tassinis, ‘Customary International Law:
Interpretation from Beginning to End’ 31 EJIL (2020) 235; Merkouris, Interpretation of Customary International
Law (2024).

941LC, Conclusions on Identification of Customary International Law, supra note 91, at 138, commentary on
Conclusion 9, para. 2.

% See, e.g., National Position of Australia (2021), Annex, Scenario 2; National Position of Costa Rica (2023),
para. 27; National Position of Estonia (2019); National Position of France (2021), at 2; National Position of
Germany (2021), at 3; National Position of Italy (2021), at 6; National Position of Japan (2021), at 5; National
Position of Netherlands (2019), at 4; National Position of Norway (2021), at 7; National position of the Republic
of Korea (2025), at 8; National position of Slovenia (2026), at 13; National Position of Switzerland (2021), at 7,
National Position of Sweden (2022), at 5. For contrary views, see supra note 90.
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Sometimes, the language used in a national position makes it clear that the State is actively
seeking to shape the development of customary international law. For instance, Estonia’s 2019
paper states that it ‘is furthering the position that states which are not directly injured may apply
countermeasures to support the state directly affected by the malicious cyber operation’.”
Presently, it is unsettled whether such third-party (or collective) countermeasures are lawful
under customary international law.”” The phrase ‘furthering the position’ acknowledges that
uncertainty while signalling Estonia’s intent to persuade other States to adopt the same view,

thereby contributing to the formation of a new customary rule.”®

The ILC notes that forms of evidence of opinio juris may include, among others, ‘public
statements made on behalf of States’, ‘official publications’, and ‘government legal
opinions’.”® National positions fall within each of these categories: they are issued on behalf of
the State, they are official publications, and they express the legal view of the issuing
government on what the law allows or forbids in the cyber context.!” To the extent that such
documents convey a State’s legal conviction that certain conduct is permitted, required,
prohibited, or unregulated under customary international law, they therefore qualify as

expressions of opinio juris.'!

2. State Practice

However, opinio juris alone is insufficient. As the ILC warns, ‘a belief that something is (or
ought to be) the law unsupported by practice is mere aspiration’.!> Without corresponding
practice, such aspirations do not create binding law.!% In the cyber context, this poses a

particular challenge because States are notoriously reluctant to disclose details of their cyber

% National Position of Estonia (2019). For similar views see National Position of Costa Rica (2023), para. 15;
National Position of Ireland (2023), para. 26; National Position of Poland, at 8.

97 See Dias, Countermeasures in International Law and Their Role in Cyberspace (2024), at 33-54.

%8 See generally Lefkowitz, ‘Sources in Legal-Positivist Theories: Law as Necessarily Posited and the Challenge
of Customary Law Creation’, in Besson and d’Aspremont, supra note 37, at 333.

% See ILC, Conclusions on Identification of Customary International Law, supra note 91, at 120, Conclusion 6(2).
190 See also Dias, supra note 97, at 46.

191 See also ILC, Conclusions on Identification of Customary International Law, supra note 91, at 126,
commentary on Conclusion 2, para. 4.

192 Thid.

193 See, e.g., Jurisdictional Immunities of the State (Germany v. Italy: Greece intervening), Judgment, 3 February
2012, ICJ Reports (2012) 99, at 122-123, para. 55; Case Concerning Continental Shelf (Libyan Arab
Jamahiriya/Malta), Judgment, 3 June 1985, ICJ Reports (1985) 13, at 29-30, para. 27; North Sea Continental
Shelf Cases (Federal Republic of Germany/Denmark; Federal Republic of Germany /Netherlands), Judgment, 20
February 1969, ICJ Reports (1969) 3, at 44, para. 77.
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operations, whether offensive or defensive.'® For practice to contribute to the formation and
identification of customary international law, it must be made known to other States; purely
confidential conduct does not qualify.!®> The same logic applies to inaction, which may count
as practice only where it reflects a deliberate abstention capable of being identified by others;'%°

where a State’s cyber conduct remains entirely opaque, no inference of practice can be drawn.

A further question is whether national positions might themselves count as instances of
practice. After all, when a State representative says something, doing so is a form of conduct,
and therefore practice attributable to the State.!’” The ILC considers that ‘it is now generally
accepted that verbal conduct (written or oral) may also count as practice’,!*® and has included
public statements and official documents within that category.'® Similarly, the ICRC has
treated certain documents bearing resemblance to national positions — such as military manuals,
opinions of State legal advisers, and statements in international forums — as verbal acts

constituting State practice.!!°

It might be objected, however, that double-counting the same position paper as State practice
and opinio juris for the purposes of formation of customary international law is problematic.!!!
While some verbal acts, such as diplomatic protests, may constitute relevant practice, it is more

difficult to reconcile the generalized and abstract formulations found in position papers with

194 See, e.g., ICRC, Avoiding Civilian Harm from Military Cyber Operations during Armed Conflicts (2021), at
14.

195 See ILC, Conclusions on Identification of Customary International Law, supra note 91, at 133, commentary
on Conclusion 5, para. 5; see also Henckaerts and Doswald-Beck, Customary International Humanitarian Law —
Volume I: Rules (2009), at x1. However, if States are aware of other States’ practice (even if that practice is not
public) and refrain from objecting over time, their failure to do so may also be relevant for the purposes of
establishment of custom. ILC, Conclusions on Identification of Customary International Law, supra note 91, at
120, Conclusion 10(3).

106 Thid. commentary on Conclusion 6, para. 3.

97 See e.g., Wood and Sender, ‘Customary International Law’, in Max Planck Encyclopedia of Public
International Law (October 2024), para. 12.

198 [LC, Conclusions on Identification of Customary International Law, supra note 91, at 133, commentary on
Conclusion 6, para. 2.

199 hid., at 134, commentary on Conclusion 6, para. 5.

19 See Henckaerts and Doswald-Beck, supra note 105, at xxxviii.

" On the objection of ‘double-counting’ generally, see Mendelson, ‘The Formation of Customary International
Law’, 272 The Hague Academy Collected Course (1998) 155, at 206-207; Sender and Wood, ‘The emergence of
customary international law: Between theory and practice’ in Brélmann and Radi, supra note 76, at 140. But see,
e.g., International Law Association (ILA), Statement of Principles Applicable to the Formation of General
Customary International Law (2000), at 7, para. 10(c) (considering that the same conduct can manifest both
elements and that ‘[i]t is in fact often difficult or even impossible to disentangle the two elements’).

17



the inductive character of customary international law.!!? This is because the identification of
practice relies on concrete acts or omissions in specific factual contexts, rather than on

normative statements divorced from actual conduct.

However, national positions may go beyond abstract legal views and describe a State’s
concrete cyber-related behaviour, thereby potentially providing evidence of State practice.
Such instances remain rare but they do exist: for example, France’s 2019 national position
states that ‘[m]ost cyberoperations carried out by the French armed forces in an armed conflict
situation [are] mainly information-gathering [and] do not meet the definition of an attack.’!!?
This may be taken as both a factual statement about France’s operational practice and an

accompanying legal qualification of that practice under IHL.

Even if some expressions in national positions were accepted as instances of relevant
practice, it is doubtful whether it would be, in the words of Sir Humphrey Waldock, sufficiently
‘dense’ for a new customary rule to emerge.''* The ILC calls this the requirement of generality,
under which practice ‘must be sufficiently widespread and representative, as well as
consistent’.'!'> So far, only 37 States have issued national positions and their geographical
distribution remains uneven, with only a handful coming from the Global South.'!® This makes
it difficult to conclude that national positions alone can satisfy the generality requirement, even

if one were to assume convergence among them in relation to a specific rule.'!”

An additional hurdle lies in the requirement that practice should include that of the so-called
‘specially affected States’.!!® This means taking into account the extent to which States that are
particularly involved in the relevant activity, or most likely to be concerned with the alleged

rule, have participated in the practice.!!” Inconsistencies in the practice of such States would

"2 Cf., Talmon, ‘Determining Customary International Law: The ICI’s Methodology between Induction,
Deduction and Assertion’, 26(2) EJIL (2015) 417, at 421 (‘There is widespread agreement that customary
international law is, as a rule, ascertained by induction.’); Sender and Wood, supra note 111, at 138-139
(‘customary law is to be ascertained through inductive reasoning’).

113 National Position of France (2019), at 13. See also National Position of France (2021), at 12.

14 Cf., Waldock, ‘General Course on Public International Law’, 106 The Hague Academy Collected Courses,
(1962), at 44.

"8 ILC, Conclusions on Identification of Customary International Law, supra note 91, at 120, Conclusion 8(1).

118 See Section 1; see also Cyber Law Toolkit, ‘Category: National Position’.

"7 See Pomson, supra note 92, at 1025,
"8 See Case Concerning Continental Shelf, supra note 103, at 44, para. 74.

"9 ILC, Conclusions on Identification of Customary International Law, supra note 91, at 136-137, Commentary
on Conclusion 8, para. 4.
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normally preclude the emergence of a new customary rule.'?® However, which States qualify
as ‘specially affected’ in the cyber context remains unsettled. For some, the category would
include major cyber powers, given their ‘centrality to cyber activities’ and ‘development of
military capacity in the field’.!?! Others may favour a considerably broader understanding,
reflecting that virtually all States are dependent on ICTs today.'??> Without resolving this
question, the uncertainty surrounding the application of the ‘specially affected States’ criterion
further complicates reliance on national positions alone for the identification of new customary

rules.

As with treaty interpretation, the picture changes once regional positions are taken into
account. Convergence of views across more than 100 States points to a widespread legal
conviction, which, if coupled with corresponding practice, may suffice for the identification of
a rule of customary international law.!** This is even more so with respect to the global UN-
mandated consensus reports, whose broad endorsement satisfies the requirement of generality.
However, these reports tend to remain at a high level of abstraction and seldom go beyond
affirming the applicability of a given customary rule to the use of ICTs. To return to the example
of the prohibition of intervention, the 2021 GGE report affirms that ‘States must not intervene
directly or indirectly in the internal affairs of another State, including by means of ICTs’,'?* but
offers little guidance on how that prohibition operates in the cyber context, leaving many

associated controversies unresolved.'?

In sum, while national positions can provide valuable evidence of opinio juris and, in rarer
cases, elements of State practice, their current number, distribution, and content fall short of
establishing new cyber-specific customary rules on their own. They are therefore best
understood as part of a broader evidentiary base that may, over time and in conjunction with

other expressions of State views and instances of practice (including regional positions and

120 Ibid.

121 Schmitt and Vihul, ‘The Nature of International Law Cyber Norms’, Tallinn Paper No. 5, 2014, at 24.

122 Novo, ‘Specially Affected States’ Push for Collective Countermeasures’, in Kwan et al. (eds), Over the Horizon
(2024), at 240-241.

123 See TILC, Conclusions on Identification of Customary International Law, supra note 91, at 129, commentary
on Conclusion 3, para. 9.

24 GGE Report 2021, supra note 20, para. 71(c).

125 See, e.g., Milanovic, ‘Revisiting Coercion as an Element of Prohibited Intervention in International Law’,
117(4) American Journal of International Law (2023) 601; Pomson, ‘The Prohibition on Intervention Under

International Law and Cyber Operations’, 99 International Law Studies (2022) 180; Helal, ‘Coercion in
Cyberspace — Taking Stock of the Debate’, 27(1) Max Planck Yearbook of United Nations Law (2025) 509.
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globally endorsed statements), contribute to the identification of customary international law

in this field.

E. General Principles of Law

In contrast to treaties and custom, only a few national positions mention general principles
of law.'?® Some States — including Brazil, Denmark, and the Netherlands — do so merely to note
that they consider this category of sources to be relevant to cyber activities.'?” As these
positions neither mention specific principles nor elaborate on their content, they shed little light

on which principles might apply in the cyber context or how.

A few other positions associate particular principles with the label ‘general principles’. For
instance, Ireland and Denmark describe due diligence in these terms,'?® Brazil and Iran do so
with respect to the prohibition of force,'?” and the UK and Iran with respect to sovereignty.!°
It should be recalled that the ILC distinguishes two sub-categories of general principles of law:
those derived from national legal systems and those that may develop within the international
legal system itself.!*! The examples found in national positions all concern the conduct of

States in their international relations, suggesting that the latter sub-category is being invoked.!?

For some of these principles, their qualification as general principles of law is well
established. This is the case, for instance, with sovereignty (or more precisely the principle of
sovereign equality), as reflected in State representations to the ILC in its work on this topic.'*?
Other formulations may contribute to such recognition over time. Denmark, for example,
observes that ‘[t]he general principle of due diligence has developed with some variation in

different fields of international law, including international environmental law, transboundary

126 For further discussion of the role of general principles in emerging areas of international law, see Bonafé and
Palchetti, ‘Relying on general principles in international law’, in Brolmann and Radi, supra note 76, at 172.

127 National Position of Brazil (2021), at 18; National Position of Denmark (2023), at 447; National Position of
Netherlands (2019), at 1.

128 See National Position of Ireland (2023), para. 15; National Position of Denmark (2023), at 453.
129 See National Position of Brazil (2021), at 20; National Position of Iran (2020), para. I(3).

130 See National Position of the United Kingdom (2018); National Position of the United Kingdom (2021), para.
10; National Position of Iran (2020), para. I(3).

181 ILC, General Principles of Law, in Report of the ILC on the Work of Its Seventy-Sixth session, UN Doc. A/80/10
(2025), at 63-64, Draft Conclusion 3.

132 This exemplifies the contemporary shift from the former to the latter sub-category observed in the literature:
see Fitzmaurice, supra note 49, at 193.

183 See Vazquez-Bermtdez, Special Rapporteur, Fourth Report on General Principles of Law, UN Doc.
A/CN.4/785, (18 February 2025), para. 84.
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harm, and human rights.”!3* The ILC considers that to determine that a general principle of law
has been formed within the international legal system, it must be recognized as such by ‘the
community of nations’.!3> However, given the scarcity of these references across national
positions, it remains difficult to draw firm conclusions as to whether such recognition has

emerged in relation to the principles mentioned.

In sum, while occasional references to general principles of law in national positions hint at
their potential relevance in the cyber context, the evidence remains fragmentary and
underdeveloped. At present, such references appear to have little legal effect beyond signalling

a degree of openness to this category of sources.

E Provisional Conclusions on Legal Significance

While the precise legal significance of national positions in international law remains unsettled,
certain provisional conclusions can be drawn. They are more than mere expressions of policy:
legal reasoning and views permeate these texts, distinguishing them from purely political
declarations. Moreover, while it is not impossible in principle, none of the existing national
positions qualifies — in full or in part — as a unilateral declaration giving rise to binding legal

obligations.

National positions are relevant to the three main sources of international law, though in
different and qualified ways. They may inform treaty interpretation, at least as ‘subsequent
practice in the broad sense’ under Article 32 of the VCLT, even if their exact interpretive weight
must be assessed case by case. They may also contribute to the identification of customary
international law, primarily as evidence of opinio juris. Their value as evidence of practice is
less certain, and their limited number and uneven distribution make them insufficient on their
own to establish new cyber-specific customary rules thus far. References to general principles

of law are rarer still and suggest little beyond an openness to this category.

Taken together, these observations underscore both the promise and the ambiguity of
national positions. While they may influence the content and interpretation of international law,

their precise legal effects remain uncertain. The next section therefore turns to how States can

134 National Position of Denmark (2023), at 453.

'35 ILC, General Principles of Law, supra note 131, at 66, commentary on Draft Conclusion 7, para. 235.
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clarify the legal status of these positions and help consolidate shared understandings of their

role in the international legal system.

3. Charting the pathways towards greater clarity

Given the growing number and importance of national positions, they will likely be
increasingly relied upon by other States, by international courts and tribunals, and by other
actors within the international legal system. It is therefore essential to consider ways of
reducing the indeterminacy identified in the previous section as regards their role in shaping
international law. This section sets out recommendations on specific State-led strategies to that

end.

For those States that are in the process of drafting or revising their positions, the exercise
itself presents an opportunity to contribute to this clarification. There is no rule delimiting the
scope of what such documents may contain, and they need not be confined to substantive
discussions alone. As noted earlier, several national positions combine legal interpretation with
various non-legal policy statements.'*® But States may also use their positions to comment
expressly on the legal weight of those texts, thereby influencing the debate on their significance

under international law.

States have several options in this regard. To begin with, those concerned that a national
position might unduly constrain their future freedom of action can include language that limits
its potential legal import. This can be done, for example, by formulations to the effect that the
document is not intended to generate new binding obligations, but rather to interpret existing
rules of international law.'3” In doing so, the issuing State preserves its position’s interpretative

function while reducing the likelihood of it being construed as a unilaterally binding act.'¥®

Another option is to use a national position to advance specific methodological claims.
Poland’s position, for instance, observes that ‘the practice of publicly presenting positions ...

offers an opportunity to develop customary law,’ thereby framing the practice itself as relevant

136 See Section 2.A.

187 See e.g., National position of Belgium (2025), at 2; National Position of Denmark (2023), at 447; National
Position of Thailand (2025), para. 55; National Position of Sweden (2022), at 1.
138 See section 2.B. The issuing State may still be held to the interpretations included in its position, particularly

when it ‘contain[s] recognition ... of its own obligations’. Cf. International Status of South West Africa, Advisory
Opinion, 11 July 1950, ICJ Reports (1950) 128, at 135-136.
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to the formation of custom.'®” Israel’s goes further, arguing that customary rules apply to
cyberspace only if the practice on which they are based is ‘closely related to the activity
envisaged in the cyber domain’ and if the opinio juris which gave rise to the rule in question
was not specific to another domain.!*’ Methodological claims of this kind could shape how

customary rules are identified in the cyber context if other States were to adopt them.

States may also choose to address questions of legal significance more systematically in
their positions. As Section 2 of this article highlighted, such clarifications could usefully extend
to whether and in what circumstances a position may constitute a unilaterally binding
declaration; what threshold of practice is considered sufficient under Article 31(3)(b) of the
VCLT; or whether such positions count as State practice, opinio juris, or both, for the purposes
of identifying customary international law. By providing such clarifications, States would not
only add transparency to their own positions but also contribute to a more coherent

understanding of how these documents function within the international legal system.

Not all States, however, may wish to issue national positions. This may be for a variety of
reasons: some may seek to preserve operational flexibility, while others may lack domestic
consensus or the resources to produce such documents.!*! For these States, alternative avenues
of engagement are needed if they are to participate in the debate over the legal status and
significance of national positions. Otherwise, they run the risk of significantly reducing their

influence over the relevant legal framework.

This 1s closely related to the issue of State silence. While this article has focused on instances
when States speak rather than when they remain silent, silence may itself carry legal
significance in international law.!'** In the present context, however, an asymmetry arises:
States that publish national positions can use them to frame and qualify the legal value of their
views, whereas States that refrain from issuing such positions lack access to the same
instrument to clarify how their silence should be understood. This asymmetry underscores the

need for further avenues of engagement.

3% National Position of Poland (2022), at 1.

140 National Position of Israel (2021), at 397. But see Magak, ‘Unblurring the Lines: Military Cyber Operations
and International Law’, 6(3) Journal of Cyber Policy (2021) 411, at 416-417; Akande et al., ‘Drawing the Cyber
Baseline: The Applicability of Existing International Law to the Governance of Information and Communication
Technologies’, 99 International Law Studies (2022) 4, at 24-28.

41 See further Handbook on National Positions, supra note 5, at 38-43.

142 See, generally, Azaria (ed.), State Silence Across International Law: Meaning, Context, and Developments
(2025). Specifically in the cyber context, see Hollis and Sander, supra note 8.
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One such avenue lies in the new Global Mechanism on developments in the field of ICTs in
the context of international security and advancing responsible State behaviour in the use of
ICTs, which began its work in March 2026 as the successor to the 2021-2025 OEWG.'* Like
its predecessor, the mechanism provides a global forum in which all States can participate on
an equal footing, and its mandate includes international law.!** Yet, as discussed elsewhere, the
OEWG process revealed significant structural weaknesses: consensus requirements produced
lowest-common-denominator outcomes, with legal nuance diluted and difficult questions
avoided.'*® These dynamics are likely to persist in the new mechanism, exacerbated by States’
inability to agree on the establishment of a dedicated thematic group on international law within
its mandate.'*® Still, the forum has the potential to sustain momentum, including by keeping

the question of national positions on the multilateral agenda.

Regional, cross-regional, and other international organizations provide another set of
existing platforms for engagement. The AU, the Asian African Legal Consultative
Organization, the Council of Europe, the EU, and the OAS have each considered legal issues
raised by cyber operations.'*” Their processes enable smaller groups of States to deliberate on
complex questions with fewer geopolitical pressures, producing more detailed and potentially
more innovative outputs. In this way, (cross-)regional bodies could also provide space for
debate about the legal weight of national positions, with results that can in turn inform broader
global discussions. A similar function may be performed by thematic initiatives, such as the
ICRC’s Global Initiative to Galvanize Political Commitment to IHL, particularly its

workstream on ICTs.'*®

Beyond these forums where cyber activities are already being discussed, new authoritative

pathways could also be pursued. One option would be consideration by the ILC. The ILC’s

143 See Final Report of the Open-ended Working Group on Security of and in the Use of Information and
Communication Technologies, UN Doc. A/AC.292/2025/CRP.1, 11 July 2025 (OEWG Report 2025), Annex 1,
para. 13.

144 Ibid., Annex 1, para. 5.

145 See Macdk, ‘A Missed Opportunity: An International Law Perspective on the Final OEWG Report’, EJIL: Talk!
(22 July 2025).

146 See Pavlova and Painter, supra note 4.

47 See e.g., Common Position of African Union (2024); Asian African Legal Consultative Organization,
‘International Law in Cyberspace’; Council of Europe, Committee of Legal Advisers on Public International Law,
Meeting report, 64th meeting (March 2023), at 25-28 and 46-53; Common Position of European Union (2024);
OAS, ‘International Law and State Cyber Operations’ (2020).

148 See ICRC, ‘Humanity in war: A global initiative for humanitarian law’ (2026).
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mandate is to promote the progressive development and codification of international law,'*’
and the inclusion of a topic depends on criteria such as contemporary relevance, sufficient State
practice, and feasibility.!>* Cyber activities, given their significance for international peace and
security and the growing body of State positions, appear capable of meeting these criteria.!>!
To date, the ILC has not undertaken a dedicated project on cyber activities, though it has already
acknowledged their significance in some of its outputs.'>> Whether as part of a broader topic
on cyber activities and international law or through a focused study, the ILC would be well
placed to clarify the relationship between national positions and the sources of international
law. Such work could build on its engagement with other categories of international legal

materials such as unilateral declarations!'>?

or non-binding agreements.!>* Importantly, States
would be invited to comment on its draft outputs, ensuring that the process reflects a broad
range of views.'”> An ILC study of this kind could provide authoritative guidance and help
consolidate a shared understanding of the function of national positions in the international

legal system.

A further option would be to seek an advisory opinion from the ICJ.'¢ The Court has
demonstrated its willingness to address cross-cutting and transversal questions of international
law, as illustrated by the recent advisory opinion on climate change.!*” A similar request could
be formulated in the cyber context, potentially drawing on the agreed language of the GGE and

OEWG concerning the goal of an ‘open, secure, stable, accessible, and peaceful ICT

149 Statute of the ILC, GA Res. 174 (II), 21 November 1947 (ILC Statute), Art. 1(1).

150 Yearbook of the ILC, vol. 11 (Part Two) (1997), para. 238.

131 See also Delerue, ‘The Codification of the International Law Applicable to Cyber Operations: A Matter for the

ILC?’, ESIL Reflections (3 July 2018).

12 See Penelope Ridings, Due Diligence in International Law, in Report of the ILC on the Work of Its Seventy-
Fifth Session, UN Doc. A/79/10 (2024), at 147, para. 3; Ivon Mingashang, The Principle of Non-intervention in
International Law, in Report of the ILC on the Work of Its Seventy-Sixth Session, UN Doc. A/80/10 (2025), at 133,
para. 47.

183 See ILC, Guiding Principles Applicable to Unilateral Declarations, supra note 50.

1% See ILC, Non-legally Binding International Agreements, in Report of the ILC on the Work of Its Seventy-Sixth
Session, UN Doc. A/80/10 (2025), at 90.

158 JLC Statute, supra note 149, especially Arts 16(c) and (g)-(i), 19(2), and 21-22.

1% See Charter of the United Nations (1945) 1 UNTS 16, Art. 96; Statute of the ICJ (1945) 33 UNTS 993 (ICJ

Statute), Arts 65-68. See also Moynihan, Webb, and Clooney, Legal Accountability for Malicious Cyber
Operations, September 2025, paras 89-95.

57 See Obligation of States in Respect of Climate Change, Advisory Opinion, 23 July 2025, ICJ Reports (2025)
27.
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environment’.!>® A possible question might be framed along the following lines: ‘What are the
obligations of States under international law to ensure an open, secure, stable, accessible, and
peaceful ICT environment?’!* To answer such a question, the Court would inevitably have to
engage with the legal valence of national positions, given that they constitute the most
extensive body of material evidence on how States understand international law in the cyber
context. An advisory opinion would therefore not only clarify the applicable obligations but
also shed light on the role of national positions within that framework. And because the
advisory procedure foresees active and broad participation by States, these would have the
opportunity to present their views directly to the Court, ensuring that any resulting opinion

reflects prevailing understandings within the international community.'®°

In sum, States have a range of strategic options to reduce indeterminacy and shape the
normative weight of national positions. These include clarifying matters directly in their own
positions, engaging in (cross-)regional and global forums with existing mandates to discuss
international law in the cyber context, and pursuing new authoritative pathways like the ILC

and the ICJ.

Conclusion

National positions have rapidly become the leading vehicle through which States articulate
their views on international law governing cyber activities. To date, 37 States have issued such
positions, and others are poised to follow. The model may even extend beyond cyberspace,
with potential uptake in areas such as outer space and artificial intelligence.'®! Yet despite the
growth and visibility of this practice, its legal significance remains under-examined and largely

unsettled.

This article has argued that States stand at a critical juncture: their choices will determine
the precise impact that national positions will have for the interpretation and development of
international law. The argument unfolded in three steps: (1) mapping the emergence and spread

of the practice of issuing such documents; (2) examining their legal significance under

'%8 See e.g., GGE Report 2013, supra note 3, para. 19; GGE Report 2015, supra note 15, para. 25; GGE Report
2021, supra note 20, para. 69; OEWG Report 2021, supra note 2, para. 34; OEWG Report 2025, supra note 143,
para. 39 (each reaffirming the goal).

13 For further possible formulations, see e.g. Moynihan, Webb, and Clooney, supra note 156, para. 94.
160 See ICJ Statute, supra note 156, Art. 66.

161 See Handbook on National Positions, supra note 5, at 156-157.
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international law; and (3) outlining strategies through which States may reduce the remaining

indeterminacy.

First, the analysis showed that while national positions have gained wide recognition, the
bulk so far has come from States in the Global North. Over time, a recognizable format has
crystallized: a formal statement typically issued by a ministry of foreign affairs, structured
around standardized substantive sections on key rules and areas of international law. This
growing homogeneity confirms the consolidation of the genre, while also revealing persisting

gaps in geographical representation.

Second, the article argued that the importance of national positions lies primarily in relation
to treaty interpretation and the formation of customary international law, although key details
remain unsettled. Open questions include the conditions under which positions (or parts
thereof) might become binding under international law; the evidentiary threshold for
subsequent practice under Article 31(3)(b) of the VCLT in the context of treaty interpretation;
and the precise weight of such documents as State practice or opinio juris for the purposes of

identifying customary international law.

Finally, the article set out concrete strategies through which States can reduce existing
indeterminacy and shape the normative weight of national positions. These strategies include
expressly addressing the intended legal significance of their own positions and engaging more
actively on these matters in relevant multilateral and institutional settings, from forums with
existing mandates to discuss international law in cyberspace to new authoritative pathways like
the ILC and the ICJ. In so doing, both States issuing positions and those that may not intend to
do so can help consolidate a shared understanding of how such texts fit into the fabric of

international law.

Overall, the analysis shows that national positions are both an established component of the
international legal system and a potential driver of its evolution. Their future impact will
depend on whether States seize the opportunity to transform present ambiguities into

meaningful shared understandings. The choice is in their hands.

27



