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Getting started: collecting your
username, email address and
password

* As a new undergraduate student, you will be using your own
computer to activate your University of Exeter IT account. However,
some new postgraduate students use a University device for their
work. Please see page 8 for postgraduate student IT advice.

* Your welcome email will provide a link to activate your IT account,
including your username, password, and student email address.

* Your username is a unique identifier which allows you to access the
University domain. It is comprised of letters and numbers (e.g.
“XZ123").

* Your username is not your student email address. Your student email
address is a combination of your username and “@exeter.ac.uk”
(e.g., “XZ123@exeter.ac.uk”).

* Some systems (including Bart, SID, and SRS) require your username
and password. Others (including MyExeter, Microsoft Office, ELE,
and MyTimetable) require your email address and password. Please
use the requested information. You have only one password for all
our systems (read on for password advice).
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Multi-Factor Authentication (MFA)

* The first time you sign into your account, you will need to set up multi-
factor authentication (MFA) on your mobile device.

* MFA adds a level of protection to your University of Exeter IT
account. Using simple two-step identity verification, it will confirm
that you are who you say you are. Setting up MFA is a mandatory
security requirement.

* Use the hyperlink below to help you set up MFA for the first time on
your phone. You will need two devices to complete the setup (e.g. a
laptop and a phone). You will also be logging in to Microsoft Office;
for guidance, please see page 5.

* MFA guide

* You should set up a secondary method of authentication, like phone
call or text message. If you lose access to the Microsoft
Avuthenticator app, a second method will prevent you from being
locked out of your account.

* Once you have set up your MFA, you must change the password given
to you when you activated your IT account.
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https://www.exeter.ac.uk/departments/it/cybersecurity/mfa/

Changing your password

* Your welcome email advises you to change the password you are given
when you activate your IT account.

Minimum password criteria
Your password must be at least ten characters long, preferably longer,
comprising of at least three of the following:

* Upper case letters

* Lower case letters

* Numbers

* Special characters

Please do not use the character& , .;?/{}[]1~-\()_+$% " #sf€:@
1 T

o | <>!*= as they are not compatible with all University systems.

How to change your password
Please use the following steps to change your password:
1. Go to https://myaccount.microsoft.com/ and signin

2.0n the Password tile click ‘Change password’
3.Use this tool to change your password

If you forget your password, you can always reset

it using the Self Service Password Reset Tool or University
from www.office.com Of Exeter


https://myaccount.microsoft.com/ 
https://aka.ms/sspr

Microsoft Office B& Microsoft 365 o ety
Accessing your student emails

* We use Microsoft 365 (Office) to manage your IT account. This gives you an easy way to access apps like Word, Outlook, and Excel.
* You can use either the Microsoft Outlook application or Outlook Web Access to access and use your student email account.

* You can also manage your password and MFA from www.office.com.
1. Signin and click on your initials at the bottom left of the screen, select View account
2. Use the Change Password option to set a new password

* If you already use Microsoft 365 - such as through a work or personal account - you might want to use a second web browser (like
Microsoft Edge, Google Chrome, or Mozilla Firefox) to sign into your University account, as this would make it easier to manage your
different accounts.

* Alternatively, use private browsing to access all your different accounts:

* On macOS, open Safari and use the File menu to create a New Private Window
* On Windows, use the browser menu (often three dots or lines) at the top-right to create a new Private, InPrivate, or Incognito
Window.

* |f you have more than one Microsoft 365 account, you can check which account is signed-in by clicking on your initials at the bottom left
of the screen to reveal the email address you're currently signed-in to.

* Clicking on your initials in the bottom left of the screen will also reveal the link to Sign in with a different account.

* When you open a link, it will open using the account that is already signed-in. If it is the wrong account, you will be denied access.



https://outlook.live.com/owa/#!/
http://www.office.com/
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Software

The University of Exeter provides publicly-accessible computers on campus, and some
have specialist software.

* Software on the Academic Services Public Computers

Some software can be downloaded from our Software Service Catalogue onto your
personal computer.

« Software Service Catalogue

We also offer access to “virtual desktops”. This means you can remotely access a
Windows computer where you can run programs that might not be available on your
personal computer.

* University of Exeter Virtual Desktops

(You may need to sign in to view this web page).

Cornwall-based students

University of Exeter-specific computers can be found in various locations across Penryn
Campus. These computers provide the same services explained above.

However, shared Falmouth University/University of Exeter devices, such as those
located in rooms DM3037, DM1033 (and others) will not provide the option to install
University of Exeter-specific software.



https://www.exeter.ac.uk/departments/it/new/software/
https://www.exeter.ac.uk/departments/it/new/softwarecatalogue/
https://www.exeter.ac.uk/departments/it/howdoi/virtualdesktops/

Universi

otxeer - Where can | go for help?

Hubs or Info Points

Info Points and Hubs should be your point of contact for problems with MyTimetable, ELE content and access issues, BART, and My
Exeter digital check-in.

Digital Hub - located at the Forum on Streatham campus, St Lukes Library and DDM IT Svite located next to the library on Penryn
Campus

The Digital Hubs are an online and face-to-face user service hub provides:
* A safe and accessible environment to support students with an online and face-to-face, user-led service.
* One-to-one and group support via our student ambassador team with a walk-in and bookable service.

» MyExeter app and check-in

IT Service Desk - Exeter campuses

You can contact the IT Service Desk by telephone on 01392725050 or by logging a ticket via the IT Service Desk Self Service Portal. The
IT Service Desk is open between 08:00 and 18:00, Monday to Friday, excluding bank holidays and University closure days.

FX Plus Service Desk - Cornwall campuses (for Cornwall-based students only)

You can contact the FX Plus Service Desk by telephone on 01326 213822, by logging a ticket via the FX Plus Self Service Portal or by
emailing servicedesk@fxplus.ac.uk. The FX Plus Service Desk is open between 08:45 and 17:15, Monday to Friday, excluding bank
holidays and University closure days.

(You will need to sign in to view the above web pages).



https://www.exeter.ac.uk/students/infopoints/contact/
https://universityofexeteruk.sharepoint.com/sites/TheDigitalHub
https://universityofexeteruk.sharepoint.com/sites/TheDigitalHub/SitePages/Get-some-time-with-an-expert.aspx
https://uoeitservicedesk-apps.easyvista.com/s/selfservice#!?page=58905ee3eeaa9
https://servicedesk.fxplus.ac.uk/
mailto:servicedesk@fxplus.ac.uk
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Postgraduate Student
Advice

Receiving a laptop

* If you are given a University laptop with your course, you will also be
provided a hand-out to help you set up your UoE device, when you
collect it. However, contents of the hand-out can also be accessed
online, here. Please use your University of Exeter login and password
to access these contents.

* Please note, students logging on to a new device while on Penryn
Campus should connect to Wi-Fi via UoE Secure, not Eduroam.



https://universityofexeteruk.sharepoint.com/sites/ITGuides/SitePages/UoE-laptop-information.aspx?web=1
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Company Portal on
University computers

Exeter-based students

. University of Exeter computers have a program that will
allow you to install certain programs just by selecting them.

. In the Windows search bar at the bottom left of the screen,
type “company” and select Company Portal.

. Look under Apps for software, select the software you want,
and click Install.

Cornwall-based students

* University of Exeter-specific computers can be found in various
locations across Penryn Campus. These computers will provide
you with the same services explained above.

* However, it is important to note that shared Falmouth
University/University of Exeter devices, such as those located in
rooms DM3037, DM1033 (and others) will not provide the
option to install University of Exeter-specific software.
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University VPN (virtual private network)

* When you are on campus, our network will happily communicate with your computer. When you are off campus, your laptop will be
treated as a potential threat and ignored.

* You can use the University VPN to make it seem like your computer is on campus. You may never need the VPN, as most of our content
is accessible via the internet or from Microsoft 365 servers.

¢ Install the VPN. The program was created by Aruba and is called "Virtual Intranet Access".

* Onceinstalled, run the program and fill in the server as “remote.exeter.ac.uk”.

* Click Proceed, enter your username and password, and press enter.

* You will see a large circle containing the University logo. Click on it fo connect: the circle edge will turn green and spin.
* You now need to authenticate with MFA.

* The only methods of MFA that work with the VPN are the Microsoft Authenticator app (where you tap Approve) and phone call,
where you answer and immediately press #. You must do this quickly, or you will receive an error and must disconnect and start
again.

¢ Find out more about MFA with the VPN

* To disconnect the VPN, open the program and click the circle with the green edge containing the University logo.
(You will need to sign in to view these web pages).



https://www.exeter.ac.uk/departments/it/howdoi/vpn/
https://universityofexeteruk.sharepoint.com/sites/TheDigitalHub/SitePages/Connecting-to-Aruba-VIA-VPN-with-MFA.aspx
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